Annex C

Extract from HQDA Message - Antiterrorism Training

DTG:   011328Z SEP 99

FROM:  DA WASHINGTON DC//DAMO-ODL-FP//

SUBJECT:  ANTITERRORISM TRAINING

REFERENCES:


A - DODI 2000.16, Change 1 / Combating Terrorism Standards / 10 MAY 1999


B - AR 525-13 / Antiterrorism / 10 SEP 99

1.  PURPOSE:  Provide HQDA guidance for the conduct of Antiterrorism (AT) awareness (Level I) training as a result of the 10 May 1999, change 1 to DoDI O-2000.16 and to reiterate minimum standards.

2.  CHANGE 1 TO DODI O-2000.16: AT awareness (Level I) training has been consolidated into one training package which covers all terrorist threat levels from negligible to high.  This is the same training that was originally required for medium to high threat areas.  Minimum training standards are outlined in DoDI O-2000.16, change 1, paragraph e1.1.24 (standard 24), dated 10 may 99.


-  Training must be presented by a qualified (level II) officer/NCO.


-  Unit at officers will ensure that all assigned personnel receive appropriate training for individual antiterrorism awareness (level I) prior to deploying or traveling (PCS, TDY, or leave) outside the u.s., its territories and possessions.

3.  MINIMUM TRAINING STANDARDS: New guidance in DoDI o-2000-16 includes:


a.  Awareness training will be conducted within six months prior to travel and will be presented by a qualified (Level II) instructor.


b.  Target audience is military, DoD civilians, and their family members (when family members are on government orders).


c.  Training consists of the following:



(1) View service selected personal awareness video.



(2) Issuance of joint staff guide 5260 "Service Member's Personal Protection Guide: A Self-help Handbook to Combating Terrorism" and OJCS PC5260 "Antiterrorism Individual Protective Measures" (folding card).



(3) Training will be provided following an army-standardized program of instruction (POI) with the following minimum topics: 



-   Introduction to terrorism



-   Terrorism operations



-   Individual protective measures



-   Terrorist surveillance techniques



-   Hostage survival



-   THREATCON system.



(4) Personnel will receive an area of responsibility (AOR) update for the area of travel to include current threat brief and AOR specific requirements as provided by theater CINC.

4.  POI:  A copy of the approved TRADOC POI for Level I AT instruction is provided by the US Army MP School upon successful completion of Level II training and certification.  No other lesson plans are authorized.

5.  AOR UPDATES: An AOR threat briefing should be tailored to fit the audience.  When family members and personnel without clearances are involved an unclassified briefing will be presented.  When the target audience permits, a more detailed and classified briefing can be given.  This briefing will be presented in conjunction with the AT awareness training session to ensure the target audience receives it.  The THREAT AOR brief should be specific to the area individual(s) are traveling to.  AT officers must ensure that AT awareness training conducted meets theater CINC's requirements where individual(s) are traveling.  These requirements can be accessed on the CINC's' theater secret Internet protocol router network (SIPRNET) homepages.  Units unable to obtain access to AOR updates because of lack of a local classified SIPRNET capability are directed to obtain country specific data through local command and intelligence channels.  Access to CINC homepages via SIPRNET to determine pre-deployment requirements and to obtain force protection information and guidance can be found at the following CINC homepages.


A.  EUCOM:  
http://www.eucom.smil.mil/ecsm/ 


B.  CENTCOM:  http://www.centcom.smil.mil  


C.  SOUTHCOM:  http://www.hq.southcom.smil.mil   


D.  PACOM:  http://www.cincpac.cc.pacom.smil.mil   

6.  DOCUMENTATION OF LEVEL I TRAINING: Units are directed to establish procedures to ensure soldiers and civilians are provided a training record or memorandum of record to document training received.  A system will be established to confirm training has been accomplished prior to issuing travel orders (PCS, TDY, pass, or

Leave) to soldiers and civilians traveling OCONUS.  Training must be completed within six months of the travel date.  Memorandum or orders will be carried with the individual throughout travel as proof of training.  In addition, individual training records or other methods (such as data base files for department of the army civilians) will be used to document the training for unit records.

7.  REFRESHER TRAINING: OCONUS units are also reminded that, IAW reference b, annual refresher training is required for all personnel assigned outside the 50 United States, its territories, and possessions.

8.  POINT OF CONTACT: MAJ Rich Vanderlinden, DSN 225-8491, and commercial (703) 695-8491

Or electronic mail at vanderlr@hqda-aoc.army.pentagon.mil 

5-9. Standard 8. AT/FP officer 

a.  Army standard.  Commanders will designate a AT/FP officer. The AT/FP Officer should be assigned to the operations section.

b.  Implementing guidance: 

(1)  AT/FP officers will attend Level II certifying training, except as provided for in paragraph 5-9b(5). Level II training serves two purposes: it prepares an individual to manage a unit AT/FP Program and provide subject matter expertise to the unit commander; and, it trains an individual to deliver Level I and other AT/FP-related training at the unit level.

(2)  Commanders will designate these individuals in writing and ensure they receive certifying Level II training at the TRADOC-designated Level II course within 180 days of assumption of these duties. Unit AT/FP officers must be certified and current.

(3)  To maintain a current status, AT/FP officers must take part in a comprehensive AT/FP exercise or attend AT/FP training IAW DODI 2000.14 a minimum of once every 3 years. Documentation of currency requires signature of the first 0-5 in the chain of command, or civilian equivalent. Initial certification, as a result of successful graduation from Level II training course, also constitutes being current for the first 3-year period.

(4)  To ensure currency, all AT/FP officers must receive and review the TRADOC-designated Level II lesson plan prior to performing official functions.

(5)  As a limited exception, the first 0-6, or equivalent, in the chain of command is the lowest level authorized to designate individuals who have not attended the TRADOC-designated Level II course as certified. Commanders can only certify those individuals who have received formal training in AT/FP (for example, other courses IAW DODI 2000.14 or an installation-level course based upon the TRADOC-designated Level II program of instruction), or, by virtue of previous assignments and experience, have extensive knowledge in AT/FP. These individuals must comply with paragraph 5-9b.(3)-(4) prior to performing official functions.

5-17. Standard 16. Individual training 

a.  Army standard.  Commanders will ensure all military and DA Civilian personnel in their command receive appropriate individual antiterrorism awareness training prior to all travel and deployments outside the 50 United States, its territories, and possessions. Units will maintain a record of individuals receiving training. Family members will receive similar training prior to traveling outside the 50 United States, its territories, and possessions when on official Government orders.

b.  Implementing guidance: 

(1)  Level I (Individual awareness training). Level I training provides individual AT/FP awareness training to soldiers, DA civilians, and family members deploying or traveling outside the 50 United States, its territories, and possessions. Level I training must be accomplished within 6 months prior to all travel/deployments. Level I consists of two categories: training required for deployment to negligible/low threat areas and training required for medium or higher threat areas.

(2)  Commanders will ensure family members traveling outside the United States, its territories, and possessions on official business (that is, on official orders) are offered and encouraged to attend Level I training.

(3)  Level I minimum training standards for deployment/travel to negligible/low threat areas are as follows: 

(a) View the portion of the Army's Level I training video which addresses individual protective measures.

(b) Issuance of JS Guide 5260 and OCJCS PC 5260; or, GTA 19-4-3; or, CINC/HQDA (DAMO-ODL) approved equivalent.

(4)  Level I minimum training standards for deployment/travel to medium or higher threat areas are as follows:

(a) Instruction by a certified and current instructor (IAW para 5-9) using the TRADOC-designated Level I training support package for medium or higher threat areas.

(b) Issuance of JS Guide 5260 and OCJCS PC 5260; or, GTA 19-4-3; or, CINC/HQDA (DAMO-ODL) approved equivalent.

5-18. Standard 17. Leader training 

a.  Army standard.  Individuals identified as having significant responsibilities for the command AT/FP program will receive adequate training that provides them with the ability to train others, as well as advise the commander.

b.  Implementing guidance.  Commanders will identify those key positions which require formal or refresher AT/FP training prior to assumption of duties. Such positions include, but are not limited to, installation/ garrison/unit commanders; commanders/directors of standalone facilities; operations officers (or equivalent) who are responsible for AT/FP; unit AT/FP Officers; medical unit commanders; and installation staff principals responsible for supporting the AT/FP program. Requirements will be forwarded through MACOMs to ODCSPER who will ensure assignment orders clearly delineate special instructions for training prior to assignment to the gaining theater/command. For personnel not in transit, MACOM commanders will review and forecast training needs through established training channels.

(1)  Training will be IAW DODI 2000.14.

(2)  In addition to formal training identified in DODI 2000.14, key personnel will also receive the following training, as appropriate:

(a) Level II. Training for AT/FP officers will be IAW paragraph 5-9.
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