











Annex B

Military Operations

THE ARMY COMBATTING TERRORISM PROGRAM

1.  Purpose.  To establish responsibility and furnish guidance to provide the security necessary to protect government property and all members of the region headquarters.

2.  Applicability.  This memorandum is applicable to all organizational elements of the region.  Enclosures are applicable only to 2nd Region elements stationed at Fort Knox, though THREATCON actions and physical/personal security guidance is standardized throughout the Army in accordance with AR 525-13.

3.  Responsibilities.

     a.  The Secretary to the Chief of Staff will notify the G3 of change in THREATCON and implemented THREATCON measures, enclosure 1, received over the Telephone Warning System during duty hours.

     b.  The G3 will:

   
    (1)  Notify the Commander, Third Brigade Commander, Division Chiefs, and command staff of any change in THREATCON and implemented THREATCON measures during duty hours.


    (2)  Provide the region staff duty officer (SDO) with an itinerary for the Commander.


    (3)  Coordinate and review protection procedures for Commander and his family.

     c.  The Staff Duty Officer will:

          (1)  Notify the Commander of any change in THREATCON and implemented THREATCON measures received from the Fort Knox SDO during non-duty hours.  

          (2)  Implement emergency notification procedures in SDO book at the direction of the Commander.


(3)  Notify the G3/Command Group of change in THREATCON and implemented THREATCON measures not relayed by the emergency notification procedures not later than 0800 the first duty day.


(4)  Notify the provost marshal office of Commander's location and implement protection procedures, as required.

      (5)  Inspect the interior and exterior of buildings 203 and 299 during non-duty days and holidays prior to 0630, once again before 1800; during normal duty days prior to 0630 and after close of business.  If forced entry is discovered, suspicious packages discovered, or illegally parked vehicles, report the situation to the military police desk sergeant.

          (a)  Ensure all office doors are secured.

          (b)  Ensure all windows are secure in all latrines.

          (c)   Check break areas on first, second, and third floors for suspicious packages.

          (d)  Ensure front door, back door, basement door, division entrances, and hallway doors are secure.


(e)  Ensure no motor vehicles are illegally parked within 50 feet of buildings 203 and 299.

     d.  The Public Affairs Branch will develop bulletins to be used as information briefings to cadre, civilian employees, and family members.

     e.  The Chief, Training Division will:

         (1)  Coordinate and execute THREATCON measures as directed by the Commander.

         (2)  Execute appropriate THREATCON tasking documents.

         (3)  Coordinate with the Fort Knox Emergency Operations Center, as required.

     f.  The Commanders and Division Chiefs will:

        (1)  Ensure personnel are briefed on the current THREATCON measures.

        (2)  Ensure personnel are briefed on personal security measures. 

        (3)  Ensure that any unoccupied buildings, rooms, and storage areas are secured.  Inspect the interior and exterior each morning, before and after lunch, and at close of business.

        (4)  Identify key personnel and ensure they are available for 2 hours recall.


g.  The Mail and Distribution Center personnel and individuals signing for deliveries direct from delivery person will:



(1)  Check all deliveries: UPS, Express mail, distribution, and mailroom for suspicious envelopes and packages.  



(2)  Isolate the item and notify the military police desk sergeant if you suspect a letter or package bomb.  The following are indicators of letter and package bombs:

  

(a)  Unusual or unknown place of origin.



(b)  No return address.



(c)  Protruding wires or strings.



(d)  Misspelled words.



(e)  Rigid or bulky letters.



(f)  Excessive postage.



(g)  Restrictive markings.



(h)  Different return address and postmark.



(i)  Badly typed or written.



(j)  Strange odor (many explosives smell like shoe polish or almonds.)



(k)  Uneven balance or shape.


h.  The Brigade Commanders will:



(1)  Identify and adhere to antiterrorism program established by host installations.



(2)  Notify headquarters when there is a change in THREATCON.


i.  The Battalion Commanders will:



(1)  Maintain full integration with campus security to ensure their understanding of the antiterrorism effort and measures required for the ROTC department.



(2)  Notify brigade commander when there is a change in THREATCON.

